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GoLeamn Executive Summary

OGolLearn’s Existing LMS Infrastructure Already Delivers Training to Most
of the Civilian Federal Government and Some DoD Civilian Agencies

OGoLearn IDIQ Contract Provides Proven Channdl for Agency Security
Courseware Acquisition

OGolLearn Compliance Training Library Provides Best Vaue to the

Government

o IT Security Course:
= Ensures FISMA Compliance
Interoperates with Agency LM Ss
Eliminates Redundant Investments
Reduces Annua Maintenance Costs
Ensures Effective and Engaging Training
Ensures Common Core Content, Consistent Message
Enables Effective Reporting
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GoLeam GoL earn History

OGolL earn started 1998 at DOT as Transportation Virtual University
» Supplied Learning Management Systems and courseware to federal
agencies through DOT’ s Fee-for-Service Program
 LMS- Application that delivers, tracks and reports on training

02002 — Moved to OPM for tighter integration with e-GOV/e-Training
Initiative
» Expanded customer base (1M users, Focused on Scorecard Agencies)
* GolLearn.gov government-wide LM S delivering online learning
* Moved agenciesto Enterprise Learning Management Systems

OAwarded Indefinite Delivery Indefinite Quantity Contract in July 2005
» Comprehensive HCM Services - supports next stage evolution to HCM
* 50 vendors, 7 areas of expertise



(\ GoL earn Customer Agencies
A 14/15 Cabinet and 24/26 Scor ecard

GoLearn > 1.4 Million Government Users
MAgriculture MAID
MCommerce OCorps of Engineers
MDefense (DFAS, DISA, MDA) MEPA
MEducation MGSA
MEnergy MINASA
MHHS MINSF
MDHS MOMB
MHUD MOPM
Minterior MISBA
MJustice M Smithsonian
ML abor MISSA

OState

MTransportation

MTreasury

MVeterans Administration

Bold = GoLearn Enterprise LMS Implementations
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Gol.earn GolL earn Infrastructure

Y our agency probably already deliverstraining on
GoL earn-supplied infrastructure

O GoL earn Enterprise LM Ss report training metrics to
agency management and to EHRI

O Gol earn engages in extensive C& A activity for each
hosted LM S

OGoLearn FISMA Compliance Activities
* FIPS 200 compliance (using NIST SP800-53)
o SSP (System Security Plan) Update
o ST&E Re-Write (800-53 requires more controls and detail)
» Risk Assessment
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CpLasaes Training Confusion

ISSLOB

Acquisition
DAU

Agency-Specifid
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GolLearn

Training Clarity

*Workforce Management
*Human Capital

Complete View of Learner

*Govt-wide (ex:EOPF)
*Govt-COP (ex: ISSLOB)

No Fear
EEOC

Acquisition
DAU
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The GoLearn IDIQ Contract
A Complete HCM Solution

GolLearn
STA# Description Vendors
STA1 | Learning Management Systems (LM S)/Learning Content 7
Management Systems (LCMYS)
STAZ2 | Training Content 17
STA3 | Collaboration Tools and Human Capital Performance 11
Applications (Competency Management, etc.)
STA4 | Implementation, Customization and Integration Support Services 9
STAS5 | Consulting, Transformational Change Management 10
STA6 | Academic Licensing, Credentials, and Online Degrees 5
STA7 | Staff Support and Services 4
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The GoLearn IDIQ Contract
N Multiple Security Training Providers

GolLearn

GoL earn Content Vendors
(Security Training Providers)

sElement K *MindL eaders.com
*GeoL earning (Red Siren)  =SkillSoft

*"| nfoSour ce *Thompson NetG
sKarta Technologies =\/ubiz

Underlined vendors provide Mandatory Security Awareness Training (Tier 1)

10
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GolLearn

Vendors Security Training Capabilities

08 of 17 GolL earn Content Vendors Offer Security
Training

OBest Known: SkillSoft, Thompson NETg, Karta and
Red Siren

O Others Include: Element K, MindL eaders, InfoSource
and VuBiz

COOMultiple Solutions for Basic (Tier 1) Security Training

OExtensive Libraries for Comprehensive (Tier 2)
Security Training

11



SN Skl Soft Security Courseware Example 1

GolLearn

SkillS- ft Exit )  Help |

"Principles of Information System Security

The goal of federal agencies is to provide a
caomplete public serice ta LIS citizens. |0 your
opiniaon, how important is information security in
achieving this goal?

Fate your response Using the scale provided.

You say that information security plays a critical
rale in achieving federal agency goals.
Fortunately, you understand the importance of
information security and how it protects the
agency, its partners, and its customers fraom
[T-related risks. Hopefully, you will learn ta
appreciate your role in SECURNG agency
infarmation.

L] i ]

it plays no It assists It plays a
role the agency |critical role

12



SN Skijl|Soft Security Cour sewar e Example 2

GolLearn

3 Skillsoft Course Player - Microsoft Internet Explorer o=
SRHISf’}l t | Exit ) Help

| Principles of information security

Topic: The need for information security
You have not taken a test for this topic.

Learning Objective:

® After completing this topic, wvou should be able to identify wehy information security
iz g0 important today.

This topic covers the following points:
® The main drivers of information security
® Threats and vulnerahbilities
® Classes of aftacks
® The role of emplovees
* Summary

Topic Type: Instruction

13




SN Skl Soft Security Cour seware Example 3

GolLearn

Y skillsoft Course Player - Microsoft Internet Explorer ) ] 4

SkillS - ft Exit_) | Help )
Introduction to information security

Goal: To give an overviesy of information security in the business warld Course Score;: ---
To continue atyour hookmarked location, select the Return to Bookmark buttan. Twpe Status  Curremt Take Course
To begin a topic ortest, select any active topic ortest link. Score Test

Principles of information security

The need for infarmation security Instruction 0 --- Take Test
Infarmation security ohjectives Instruction 0 Take Test
Fecognizing infarmation security ohjectives Exercise D [l

How information security is implemented
Droganizational security policies Instruction O Take Test
Infarmation security mechanisms Instruction ) Take Test
Ising information security policies Exercise O [l

@ Return to Elnnkmarl{®




N SKillSoft Security Courseware Example 4

a skillsoft Course Player - Microsoft Internet Explorer

SKillS ft

i Information security ohjectives

Adverse events and incidents

An event, in compuler system ferms, is any
discrete incident that can be observed. This may
be a user logging on, a file being created, an e-

mail being senl, or changes being made o a
database.

@ Learning Poirts | | Turn fudio Off i ) @ ® I." b )
Stop Audio

15



SN Skijl|Soft Security Cour seware Example 5

GolLearn

=} skillsoft Course Player - Microsoft Internet Explorer = =1 =]

SkillS ft =D G

| Recugniz'ing information secu}iﬂ; uhjectmes

Exercise overview

Exercise

In this exercise, you're reguired to identify which security objectives are
threatened or compromised in a given scenario.

This involves the following tasks:

» idenfifying an attack

= identifying information security objectives

s jdenlifying security incidents

A
.
A

Stop Audio 2

16
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GolLearn

Karta Security Courseware Example 1

=3 Training Menu - Microsoft Internet Explorer

R DE

Emeart funkiag o Work

MKarta INFORMATION SECURITY AWARENESS

Main Menu

Preassessment
Lesson 1: Introduction to Information Security

Lesson 2 Information Security Responsibilities and Your Organization
Lesson 3 Common Threats and »ulnerahilities

Fostassessment

[0 [0 (N (D (i

If wou are using screen reader software, please be sure to disable the audio for this course; Disable Audio

el

[ [ | |4 nternet 4

17



SN Karta Security Courseware Example 2

GolLearn

<3 Training - Microsoft Internet Explorer

Ermpared Minidog af Work

Lesson 1: Introduction to Information Security

The Introduction to Information Security lesson will introduce wou to the concepts of
infarmation security. You will learn what an information system is and why protecting wour
organization's information system is important. You will also learn about common terms,
policies and procedures, assets that need protection, and what can occur if your
organization's secuUrity is compromised.

Zhck Mext to continue,

= Menu m Print m Glossary = Resources

Karta INFORMATION SECURITY AWARENESS

Page 1 of 17

|;§| {6 items rermaining) Downloading picture htkp: ) fcomponent. geolear ning. comcoursesfgolear |_ |ﬂ Internek

18
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GolLearn

Karta Security Courseware Example 3

=3 Test - Microsoft Internet Explorer

lKarta INFORMATION SECURITY AWARENESS

Emeart funkiag o Work

Preassessment

Cluestion 1 of 7

Information Security does not protect

A The privacy of individuals.

" B. The reputation of an organization.
" . The data of an organization.

D Against theft of devices.

Submit Cluestion

= Menu = Print m Glossary ® Resources = Help m Exit EER =S Page 1 of &

|&] Done [ [ | |4 nternet 4

19
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GoLearn Karta Security Course Example 4

: @Back - it - : T

ntroduction to the Certification & Accreditation Process
Address I@ kg

G

GoLearn

ke 7
Help ;

Course Map

Welcome | 20

_I About { | oOnlin

Online Cot

Introduction to the Certification & Accreditation Process

& DCourse Startup
List of Online R © @introduction to the C8A Process
X #Preassessment 1 - Introduction to the CEA Process
#  Coursel ) . i
= ©lesson 1 CEA Oveniew
1. | Advance| o : s
®Topic 1::_Cu|_.|r.$9.=.-'q.u_erulew'qnd Qh]gg:tll.!&?
2. | Analyzin © Topic 2: Introduction:
3. | Auditing “Topic 3 History
4. Authenti “Topic 4: Terms and Resources
5 Basic Fo % ©lesson 2 CEA Compaonents
vTopic 1: Roles
6. | Data Cla S
L CrTopic 2: Life Cycle
7. Dwelopll__ oy 1L B V'Tnpi'é 3 Phazes
8. | Emergery CrTopic 4 Security Categorization
9, 1 Topic 5: Concentration game
10. Tt

11.  Fundamg

12 Fundan cted Iterm

1234 beg

% -Expand & - Collapse MotStared  ©-Stared - Completed - Mastered

Legend

™ Certification Course

20
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B pon K arta Security Course Example5

i ﬁ Introduction to the Certification & Accreditation Process

Menu ~ Help I &; E

Lesson 1: C&A Overview

Golearn
Wel
it How Can C&A Help You?
Il About | | Onlin
Online Coy C&A can help you better rmanage your infarmation system responsibilities by A
: ; @ Identifying security threats, risks, and vulnerabilities.
List of Online Ry
4 CouiseN @ ldentifying other interconnected systems and users.
1. | Advance} © Developing a system security plan. e
2.| | Analyzin 1 Learn More
3. Auditing
4. Authenti
5. | Basic Fol Certification
6. |DataCla
7. Developiy
8. | Emerger|
9. | Encryptiq
10. | FISMA:E .
Accreditation
11. Fundame ‘:}\} CE&AS can manage your informsation system responsibilties by
12, Fundamsé idertifying security thrests, risks, and vulnerabilities; identifying
interconnected syvstems and users accessing your system; and
1234 He developing & system securty plan coordinated with owners of other
systems. To view an example of how C&4 can help, click the Learn
More button or press L. =

.‘ Cerification Course

fj Crane @ Internet 21
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GolLearn

Netg Security Courseware Example 1

B2 IT Security Basics Literacy and Awareness

Menu =~ Help = Exit (- ,;r':_"'_ !3 Z.'}

-

IT Security Basics
Literacy and Awareness /

22
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GolLearn

Netg Security Courseware Example 2

[ IT Security Basics Literacy and Awareness

Menu =  Help & Exit

Course hMap

IT Security Basics Literacy and Awareness

= @Course Startup

== @ Skill Builder Introduction
%= ®Course Overview

L] .‘rrrtr_adue‘t'i'm 11:\:8&;:.4?&3-’ Lr-ﬁarae_y-ﬁ'a;}cﬁ

¢ -Bxpand < -Collapse. O-NotStarted  ©-Stated  ®-Completed - Masteret




SN Netg Security Courseware Example 3

GolLearn

f& IT Security Basics Literacy and Awareness E| -

Menu = Help - Exit i _ ; Cuestion 1 of & Submit B

{One Choice) YWhich of the following is an example or type of social engineering threat?

A Atelephnne survey is used to gain access to sensitive but unclassified government

restricted access data center without swiping their electronic
ehy behind another employee

ﬂw'ﬂwmﬁﬁemmdmm a desk top computer system

Post Assessment

Click on the correct answer. When finished, click on
the Submit button to continue.

24



N Netg Security Courseware Example 4

=T Security Basics Literacy and Awareness

Menu v  Help +  Exit € '5! : Pagefiofs

What Is Malicious Code?

Aowaorm can cause the same damage as a virus. A
Howewer, a2 worm is an independent program I
rather than a code fragment. It usually “warms"

its wiay from system to system throughout a
network. A worm has the potential for maiar

25



SN Netg Security Courseware Example 5

GolLearn

After teaching atopic, learning is reinforced with impromptu questions. Formal
*assessments’ are also included at the end.

[ IT Security Basics Literacy and Awareness

[LEARNING-CHECK | |

You have been named to a committee to review the information security policies in place
at your agency. You decide to start review of requirements by examining federal laws
first, then policy documents, and then guidance documents. Which of the following is a
federal law?

A) OME Circular Mo. A-130

B} The Privacy Act of 1974

C} MIST SP BOO—16 NIST Special Publication 800-186,
Information Technology Security Training
Reguirements

Click the correct option or press the appropriate letter key.

26
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GolLearn

Netg Security Courseware Example 6

ﬁ IT Security Basics Literacy and Awareness

Menu =  Help = Euat

Type

Natural

Potential for Damage

A flash flood could damage the computers
and its files.

The new employee could delete data
accidentally or alter files incorrecily.

The restoration of lost or dama files
could be time-consuming if not impossible.

Telecommunications

Click each type or press Enter for more information.

27



N, o GoLearn Content Delivery Methods

O Enterprise LMS
» For Large Departments/Agencies
 Enterprise Learning Content
Delivery, Tracking, Reporting
« HCM Application Platform
(Competency, Performance Mqgt)

O Government-Wide LMS:

GolL earn.gov
e For Medium and Small Agencies,
or as Interim Solution
» Shared Infrastructure, Separate
Domains
* Enterprise LMS Benefits (see
above), Lower Cost

O Content Server
» For Single Course Delivery

28
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GoLearn GoL earn Value Add

OlInteragency Agreement
e Government to Government
e Can include MOU and/or SLAs
* Funds transferred to OPM Revolving Fund

OGolLearn IDIQ
« Comprehensive HCM Products & Services
 GoLearn handles competition, award, invoices
 Task Order Competitions
» Best-of-breed suppliers
* Multi-year, base + option, non-protestable
 GolLearn aggregates licenses, reduces cost risk

OGolLearn Support
 GoLearn Project Manager serves as the single POC to handle
all aspects of the project
* Best Practices and Lessons Learned
* Roll-out and Testing Strategies 29
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GolLearn

GolL earn Value Add (Cont.)

OCOTS courseware can be customized for agency at little or no cost
OCOTS Courseware is maintained by the vendor, not the agency
OV endor assumes risk with COTS Courseware

OCOTS courseware vetted by SMEs

OCOTS courseware supports industry standards such as SCORM and
AICC

O Standardized Reporting

30
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GolLearn Summary

C0GoLearn LMS Infrastructure Covers the Entire Civilian Federa

Government — SSC Delivery isIn Place and Proven
» Hosted applications deliver, track and report training to agency specifications
» Scaled from Enterprise down to small agency
« Standardized, Cost-effective, Secure

OGoLearn IDIQ Contract Provides Proven Channdl for Agency Security
Courseware Acquisition — Aggregate Licensing = Best Price
« Multiple vendors, multiple choices
* Pre-competed to rigorous, cross-agency requirements
» Experienced contracting processes

OGolLearn Compliance Training Library Provides Best Vaue to the

Government — Innovative Approach Embodies PMA |deals
» Government-sponsored content
» Government SMES contribute, review, approve content
* Vendor best-of-breed | SD, updates, maintenance, personalization
* One pre-approved library saves duplication, valuable staff time 31
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GoLearn GoL earn Program Key Contacts

O Program Director
e Scott Wortman

Scott.Wortman@opm.gov

(202) 606-8160

O Business Devel opment
e Spence Burton
Spence.Burton@opm.gov
(202) 606-1260

O Financial Management
e JohnIngley
John.Ingley @opm.gov
(202) 606-2447

O Operations
» Gregory Daniel
Gregory.Daniel @opm.gov
(202) 606-4850

O Security
» Shawnetta Jordan
Shawnetta.Jordan@opm.gov
(202) 606-0490
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